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A U D I T  P L A N  A N D  A C T I V I T I E S  S TAT U S

Internal Audit Update – March 2023

*Note – Audit Status Changed since February 15, 2023, Finance and Audit Committee Meeting.
**Note – Audit deferred to 2024 as LIPA Management performing review for 2023.

Complete Reporting In Process Planning Not Started Delayed
Completion Status


LIPA Universe

		2022 LIPA Internal Audit Universe for 2023 Annual Audit Plan

		LIPA's Business Processes and Functions By Department

		LIPA 
Department Head 		2017		2018		2019		2020		2021		2022		LIPA Department		LIPA Business Process/Function 		Internal Control Environment (25%)



Low- 1
Moderate - 3
High - 5		Stability and Process Complexity (15%)



Low- 1
Moderate - 3
High - 5		Materiality (20%)




Low- 1
Moderate - 3
High - 5		Strategic Impact and Executive Management Concerns (25%)

Low- 1
Moderate - 3
High - 5		Legal, Regulatory and Public Sensitivity / Image (15%):


Low- 1
Moderate - 3
High - 5		2022
Total Score 		2021
Total Score 		2020
Total Score 		2019
Total Score 

		Tom Falcone / Donna Mongiardo		

IC		

IC		

IC		

IC		

IC		

IC		Finance 		LIPA Accounting & Financial Reporting 		2		4		5		3		5		4		4		4		4

		Tom Falcone / Donna Mongiardo		

IC		

IC		

IC		

IC		

IC		

IC		Finance 		LIPA Accounts Payable		3		3		3.5		3		3		3		3		3		3

		Tom Falcone / Donna Mongiardo		

IC		

IC		

IC		

IC		

IC		

IC		Finance 		LIPA Budgeting		3		4		3		5		4		4		4		4		4

		Tom Falcone / Donna Mongiardo		A		

IC		

IC		

IC		

IC		

IC		Finance 		LIPA Debt Management 		1		3.5		5		5		5		4		4		4		4

		Bobbi O'Connor		A		N/A		N/A		N/A		N/A		N/A		Policy Strategy & Administration		LIPA Enterprise Risk Management 		1		3		3		3		2		2		2		2		2

		Bobbi O'Connor		N/A		N/A		N/A		A		A		A		Legal 		LIPA Ethics and Compliance Programs		1		1		3		3		4		2		2		2		2

		Tom Falcone / Donna Mongiardo		

IC		

IC		

IC		

IC		

IC		

IC		Finance 		LIPA Grant Compliance		5		3		5		3		5		4		4		4		4

		Bobbi O'Connor		

IC		

IC		

IC		

IC		

IC		

IC		HR/Administration 		LIPA Human Resources		1		2.5		2		2		2.5		2		2		2		2

		Tom Falcone / Donna Mongiardo		

IC		

IC		

IC		

IC		

IC		

IC		Finance 		LIPA Payroll		3		1.5		2.5		1		4		2		2		2		2

		Bobbi O'Connor		

IC		

IC		

IC		

IC		

IC		

IC		Legal		LIPA Procurement /MWBE		3		3		3		3		4		3.2		3.2		3.2		3.2

		Mujib Lodhi		

IC		

IC		

IC		

IC		

IC		

IC		CIO		LIPA IT Administration		3		3		3.5		3		3.5		3.2		3		3		3

		Mujib Lodhi		A		A		A		A		A		A		CIO		LIPA IT Cybersecurity		5		3		5		3		4.5		4.1		4		4		4

		Tom Falcone / Donna Mongiardo		

IC		

IC		

IC		

IC		

IC		

IC		Finance 		LIPA Travel & Lodging Expense		3		1		1		1		3		1.8		2		2		2

		Tom Falcone / Donna Mongiardo		

IC		

IC		

IC		

IC		

IC		

IC		Finance 		LIPA Treasury		5		3		4.5		3		4		4.0		4		4		4

		Bobbi O'Connor		

IC		

IC		

IC		

IC		

IC		

IC		Policy Strategy & Administration		LIPA Derivatives		4		5		3		3		3		3.6		4		4		4

		Tom Falcone / Donna Mongiardo		

IC		

IC		

IC		

IC		

IC		

IC		Finance 		UDSA		4		5		4		4		5		4.3		4		4		4





		Legend 

		IC - Internal Control Testing

		A - Audit 

































Draft 2023 LIPA Plan +2024 idea

		#		Plan Year		Entity 		Audit / Review Name		Preliminary Audit Scope		Inclusion Reason		ERM Risk		Proposed Timing		Audit Source		Estimated Internal Budget Hours		Business Unit		Status
Completed, 
In Process,
Report Stage,
Deferred,
Cancelled		Auditor Assist		Comments		Audit Plan Year - Number

		2022 Internal Audit Plan Pending Report Issuance

		1		2022		PSEG Long Island 		PSEG Long Island Third Party Risk Management		Evaluate the adequacy and effectiveness of Third Party Risk Management of suppliers who have access to customer Personal Identifiable Information (PII).		Risk Area		Breach of PII Customer Data		Q1		EY		100		Business Services		Reporting Stage - Preliminary Discussion with PSEG held 11/28		Katelyn Savasta				22-01

		2		2022		PSEG Long Island 		Vendor Contracts Review		Evaluate the adequacy of the procurement and contract monitoring of Storm and Emergency Services vendor FEMA contracts to determine whether costs are fair and reasonable as compared to the same vendor's Non-FEMA contracts. 		Risk Area		Fraud Risk		Q1		EY		100		Business Services		Reporting Stage: Management Action Plans being returned to PSEG LI for additional responses on Observation 1 and 3.		Kristin Leung				22-04

		3		2022		PSEG Long Island 		Nine Mile Point 2 Monthly Invoicing Oversight		Evaluate the completeness and accuracy of monthly invoicing, including operations & maintenance, refuel outage costs and capital expenditures. 		Risk Area		Fraud Risk		Q1		In-House		200		Power Markets		In Progress		Eric Chan				22-05

		2022 / 2023 Internal Audit Plan 

		1		2022		PSEG Long Island 		SAP Invoice Payments Cost Element Tagging		Evaluate the accuracy of the tagging of SAP cost elements in capital project invoice payments, which are also utilized to drive allocations performed throughout the assessment cycle process in SAP. 		Risk Area		Material Financial Misstatement		Q1		EY		350		Business Services		Scheduled (EY)		Kristin Leung				22-03

		2		2022		PSEG Long Island 		Vegetation Management 		Evaluate the adequacy and effectiveness of PSEG Long Island’s Vegetation Management practices, including the oversight of the vegetation contractors who perform distribution and transmission circuit tree trimming.		Risk Area		Major Storm Response		Q1		EY		375		T&D 		Scheduled (EY)		Katelyn Savasta				22-06

		3		2023		PSEG Long Island 		Locate and Mark		Ensure the adequacy and effectiveness of locate and mark processes ensuring appropriate monitoring of activities, timeliness of responses, accuracy of markings and assignment of activities.		Management Request		Customer Service / Reputation		Q1		Co-Source		375		T&D				TBD				23-

		4		2022		PSEG Long Island 		Information Technology Procurement and Project Management Lifecycle		Evaluate the adequacy and effectiveness of Information Technology procurement, accounting and project management processes.		Risk Area		Fraud Risk		Q2		EY		375		
IT				Katelyn Savasta		want to look at procurement portion - 
Want them to do OMS with it
Conception to grave (how they decided they needed a project)		22-08

		11				PSEG Long Island 		Marketing and Advertising Spend		Evaluate the adequacy, effectiveness and accuracy of the Marketing and Advertising process including review of monitoring, approvals, accuracy of the budget to forecast process, disclosures and appropriateness of market segmentation.		Management Request		Customer Service / Reputation		Q2		In-House		500		Marketing				TBD		Not Done Before		23-

		5		2023		LIPA		Select Internal Control review (Debt Management and Procurement Processing) 		
Evaluate the adequacy and effectiveness of select key internal controls for LIPA and UDSA's Business Processes.  Scope for 2023 to include Debt Management and Procurement. Review of LIPA and UDSA Internal Control processes to be completed over 3 year planning cycle.		Management Request		Material Financial Misstatement		Q2/Q3		In-House		250		Finance and Procurement				TBD		Required for annual Internal Controls evaluation and UDSA reporting.		23-

		6		2023		PSEG Long Island 		Time Sheet Reporting 		Evaluate the adequacy, effectiveness and accuracy of the time sheet reporting process ensuring overtime hours are properly monitored, approved and appropriate.		Risk Area		Fraud Risk		Q3		Co-Source		375		Human Resources				TBD		Done for storms overtime audit - PIP in existence - used to do an annual storm invoice review - did reviews of outside contractors.  Need to do internal PSEG employees/management. (Referred to in the vendor contract audit)
Issued in Aug 2022 by PSEG Long Island  = consider moving to Q4		23-

		7		2023		PSEG Long Island 		Fixed Asset Inventory 		Evaluate management's process for ensuring fixed assets are properly received, additions and deletions are properly recorded, and accounting records and databases are complete and accurate.		Risk Area		Asset Management		Q3		In-House		500		Finance				TBD		Assset Inventory part of Continuous monitoring for PSEG Long Island		23-

		8				PSEG Long Island 		Non-Product Billing		Ensure the adequacy, effectiveness and accuracy of select non-product billing charges and receivables for categories such as interconnections, accomodations, and CIAC charges (i.e. relocation of facilities, etc.).						Q3		Co-Source		400		T&D				TBD				23-7

		9		2023		PSEG Long Island 		Customer Service Call Center 		Evaluate the adequacy, effectiveness and timeliness of the call center remediation efforts related to issues identified during the 2022 JD Powers survey results. 		Risk Area		Customer Service / Reputation		Q4		Co-Source		375		Customer Experience				TBD				23-

		10		2023		PSEG Long Island 		Deferred Payment Agreements 		Evaluate the adequacy and effectiveness of the deferred payment program in compliance with the Home Energy Fair Practices Act (HEFPA) and Metric CS-23.   		Risk Area		Customer Service / Reputation		Q4		Co-Source		375		Customer Experience				TBD		Done in 2018.  On PSEG Long Island 2023 Plan		23-

		2023 Audit Assist Projects

				2023		PSEG Long Island 		Vendor Management Project		Ensure the adequacy and effectiveness of the vendor selection, scoring, monitoring, and access control procedures and processes.  This review will be performed in conjunction with the LIPA Legal, Procurement and ERM teams.		Risk Area		Customer Service / Reputation / Fraud		Q2		In-House





		Potential 2023 or 2024 Internal Audit Plan pending completion of the above



		12				PSEG Long Island 		PSEG Long Island Physical Security		Evaluate the adequacy and effectiveness of physical security measures in place to prevent, detect and address unauthorized access to the PSEG Long Island facilities.						TBD		In-House		500		T&D						Part of SPEG Long Island's 2023 Audit Plan		23-

		13				PSEG Long Island 		Compatibility Unit Estimating (CUE) Process		Ensure the adequacy, effectiveness and accuracy of CUE library update and maintenance.						TBD		Co-Source		325		T&D								23-

		14				PSEG Long Island 		Capital Project Outreach to External Stakeholders		Evaluate the adequacy and effectiveness of project management processes used for Capital Projects ensuring appropriate initiation, planning, and execution of outreach to external stakeholders and performance of stated goals and objectives.						TBD		Co-Source		325		External Affairs						On PSEG Long Island's 2023 Plan		23-



		8		2023		PSEG Long Island 		Information Technology Procurement and Project Management Lifecycle		Evaluate the adequacy and effectiveness of Information Technology procurement, accounting and project oversight processes.		Risk Area		Fraud Risk		Q4		In-House		750		Procurement						Maybe combined with other Vendor Project reviews (put in audit numbers)

						PSEG 
Long Island		Storm Compliance - Outage Management System (OMS) Business Continuity (Manual Work Arounds) 		Evaluate the adequacy and effectiveness of the manual work around processes in the event of an OMS outage. 								Co-Source				T&D

Information Technology 		Deferred				Potentially being covered by T&D/IT.  Follow-up with Billy on any need for IA assist.		21-04		Mujib - when is the implementation date for OMS

								National Grid																Deferred				Deferred pending review/investigation by National Grid external auditors and identification of remediation efforts.

		1				PSEG Long Island 		PSEG Long Island Minority and Women's Business Enterprise Reporting 		Evaluate the adequacy and effectiveness of the MWBE reporting and utilization process to ensure conformity to the NYS Article 15-A compliance requirements.								In-House				Procurement		Done as part of Internal Controls - high level only LIPA side only

		2				PSEG Long Island 		Small Generator Contracts		Evaluate the adequacy, effectiveness and accuracy of Small Generator contracts issued by PSEG Long Island.  Evaluate processes followed are in compliance with contract requirements, contracts administration is appropriate and processes for interconnections is adequate and effective.												Power Markets

		3				PSEG Long Island 		PSEG Long Island Data Integrity 		Evaluate the adequacy, effectiveness and accuracy of select key data and reports provided by PSEG Long Island used by LIPA management in their decision making processes.  						Q4		Co-Source				DO-IT		Too Broad - maybe cover accuracy of data within each audit??

		4				PSEG Long Island 		Third Party System Access		Ensure the adequacy and effectiveness of practices used to control and monitor 3rd Party Vendors in the protection of customer Personal Identifiable Information (PII) and Protected Health Information (PHI) ensuring that customer data is appropriately secured from fraudulent use.

		5				PSEG Long Island 		Y49 Long Island Sound to Westchester Cable 		Ensure the accuracy of costs and expenses (by category) related to the upgrade of the Y49 Long Island Sound cable that transports power from Westchester to Long Island.						Q4

		6				PSEG Long Island 		Select Metric Validation Review		Determine the accuracy and reliability of select business metric calculations and reporting, including review & approval of data obtained from PSEG Long Island, and adequacy of supporting documentation.

		7				PSEG Long Island 		Hyperion for Planning and Budgeting -  System Implementation Review		Review the implementation process for the Planning and Budget System (Hyperion) and advise the project team of any potential gaps. 						Q2

		8				PSEG Long Island 		Mystic Operations Fees		FOLLOW-UP with Rick S

		9				PSEG Long Island 		Succession Planning		SPEAK WITH BARBARA ANN

		10				PSEG Long Island 		Transmission Congestion Contract Revenues		Ensure the adequacy, effectiveness and accuracy of the TCC revenues and processes, including the accuracy of shortfall allocations.						Q3		Co-Source		325		Power Markets				TBD		TCCs enable energy buyers and sellers to hedge transmission price fluctuations. A TCC holder has the right to collect or the obligation to pay congestion rents ...		23-6

								Record Retention (Came up in management audit request)

								Policies (review and select critical policies to review)

								Customer Billing





2023 LIPA Audit Plan

		#		Plan Year		Entity 		Audit / Review Name		Preliminary Audit Scope		Proposed Timing		Inclusion Reason		ERM Risk

		2022 Internal Audit Plan Pending Report Issuance

		1		2022		PSEG Long Island 		PSEG Long Island Third Party Risk Management		Evaluate the adequacy and effectiveness of Third Party Risk Management of suppliers who have access to customer Personal Identifiable Information (PII).		Q1		Risk Area		Breach of PII Customer Data

		2		2022		PSEG Long Island 		Vendor Contracts Review		Evaluate the adequacy of the procurement and contract monitoring of Storm and Emergency Services vendor FEMA contracts to determine whether costs are fair and reasonable as compared to the same vendor's Non-FEMA contracts. 		Q1		Risk Area		Fraud Risk

		3		2022		PSEG Long Island 		Nine Mile Point 2 Monthly Invoicing Oversight		Evaluate the completeness and accuracy of monthly invoicing, including operations & maintenance, refuel outage costs and capital expenditures. 		Q1		Risk Area		Fraud Risk

		2022 / 2023 Internal Audit Plan 

		1		2022		PSEG Long Island 		SAP Invoice Payments Cost Element Tagging		Evaluate the accuracy of the tagging of SAP cost elements in capital project invoice payments, which are also utilized to drive allocations performed throughout the assessment cycle process in SAP. 		Q1		Risk Area		Material Financial Misstatement

		2		2022		PSEG Long Island 		Vegetation Management 		Evaluate the adequacy and effectiveness of PSEG Long Island’s Vegetation Management practices, including the oversight of the vegetation contractors who perform distribution and transmission circuit tree trimming.		Q1		Risk Area		Major Storm Response

		3		2023		PSEG Long Island 		Locate and Mark		Ensure the adequacy and effectiveness of locate and mark processes ensuring appropriate monitoring of activities, timeliness of responses, accuracy of markings and assignment of activities.		Q1		Management Request		Customer Service / Reputation

		4		2022		PSEG Long Island 		Information Technology Vendor Selection and Management 		Evaluate the adequacy and effectiveness of Information Technology procurement, accounting and project oversight processes.		Q2		Risk Area		Fraud Risk

		5		2023		LIPA		Select Internal Control review (Debt Management and Procurement Processing) 		
Evaluate the adequacy and effectiveness of select key internal controls for LIPA and UDSA's Business Processes.  Scope for 2023 to include Debt Management and Procurement. Review of LIPA and UDSA Internal Control processes to be completed over 3 year planning cycle.		Q2/Q3		Management Request		Material Financial Misstatement

		6		2023		PSEG Long Island 		Time Sheet Reporting 		Evaluate the adequacy, effectiveness and accuracy of the time sheet reporting process ensuring overtime hours are properly monitored, approved and appropriate.		Q3		Risk Area		Fraud Risk

		7		2023		PSEG Long Island 		Fixed Asset Inventory 		Evaluate management's process for ensuring fixed assets are properly received, additions and deletions are properly recorded, and accounting records and databases are complete and accurate.		Q3		Risk Area		Asset Management

		8				PSEG Long Island 		Non-Product Billing		Ensure the adequacy, effectiveness and accuracy of select non-product billing charges and receivables for categories such as interconnections, accomodations, and CIAC charges (i.e. relocation of facilities, etc.).		Q3

		9		2023		PSEG Long Island 		Customer Service Call Center 		Evaluate the adequacy, effectiveness and timeliness of the call center remediation efforts related to issues identified during the 2022 JD Powers survey results. 		Q4		Risk Area		Customer Service / Reputation

		10		2023		PSEG Long Island 		Deferred Payment Agreements 		Evaluate the adequacy and effectiveness of the deferred payment program in compliance with the Home Energy Fair Practices Act (HEFPA) and Metric CS-23.   		Q4		Risk Area		Customer Service / Reputation

		2023 Audit Assist Projects

				2023		PSEG Long Island 		Vendor Management Project		Ensure the adequacy and effectiveness of the vendor selection, scoring, monitoring, and access control procedures and processes.  This review will be performed in conjunction with the LIPA Legal, Procurement and ERM teams.		Q2		Risk Area		Customer Service / Reputation / Fraud





2023 Chart

				Rolling 12 Month Internal Audit Plan and Activities (2023)														Completion Status

																		Complete		Reporting		In Process		Delayed		Not Started



				Entity 		Audit / Review Name		Preliminary Scope / Objectives		2023

				2022 Internal Audit Plan (Carried into 2023)						Q1		Q2		Q3		Q4

				PSEG Long Island 		Third Party Risk Management		Evaluate the adequacy and effectiveness of Third Party Risk Management of suppliers who have access to customer Personal Identifiable Information (PII).

				PSEG Long Island 		Vendor Contracts Review		Evaluate the adequacy of the procurement and contract monitoring of Storm and Emergency Services vendor FEMA contracts to determine whether costs are fair and reasonable as compared to the same vendor's Non-FEMA contracts. 

				PSEG Long Island 		Nine Mile Point 2 Monthly Invoicing Oversight		Evaluate the completeness and accuracy of monthly invoicing, including operations & maintenance, refuel outage costs and capital expenditures. 

				PSEG Long Island 		SAP Invoice Payments Cost Element Tagging		Evaluate the accuracy of the tagging of SAP cost elements in capital project invoice payments, which are also utilized to drive allocations performed throughout the assessment cycle process in SAP. 

				PSEG Long Island 		Vegetation Management 		Evaluate the adequacy and effectiveness of PSEG Long Island’s Vegetation Management practices, including the oversight of the vegetation contractors who perform distribution and transmission circuit tree trimming.

				PSEG Long Island 		IT Vendor Selection and Management 		Evaluate the adequacy and effectiveness of Information Technology procurement, accounting and project oversight processes.

		Item #		Proposed 2023 Audit Plan

		1		PSEG Long Island 		Locate and Mark		Ensure the adequacy and effectiveness of locate and mark processes ensuring appropriate monitoring of activities, timeliness of responses, accuracy of markings and assignment of activities.

		2		PSEG Long Island 		Marketing and Advertising 		Evaluate the adequacy, effectiveness and accuracy of the Marketing and Advertising process including review of monitoring, approvals, accuracy of the budget to forecast process, disclosures and appropriateness of market segmentation.

		3		LIPA and UDSA		Select Internal Control review 		Evaluate the adequacy and effectiveness of select key internal controls for LIPA and UDSA's Business Processes.  Scope for 2023 to include Debt Management and Procurement. Review of LIPA and UDSA Internal Control processes to be completed over 3 year planning cycle.

		4		PSEG Long Island 		Time Sheet Reporting 		Evaluate the adequacy, effectiveness and accuracy of the time sheet reporting process ensuring overtime hours are properly monitored, approved and appropriate.

		5		PSEG Long Island 		Fixed Asset Inventory and Goods Received		Evaluate management's process for ensuring fixed assets are properly received, additions and deletions are properly recorded, and accounting records and databases are complete and accurate.

		6		PSEG Long Island 		Non-Product Billing		Ensure the adequacy, effectiveness and accuracy of select non-product billing charges and receivables for categories such as interconnections, accomodations, and CIAC charges (i.e. relocation of facilities, etc.).

		7		PSEG Long Island 		Customer Service Call Center Review		Evaluate the adequacy, effectiveness and timeliness of the call center remediation efforts related to issues identified during the 2022 JD Power survey results. 

		Item #		Proposed 2023 Audit Assist Projects

		1		PSEG Long Island 		Vendor Management Process		Ensure the adequacy and effectiveness of the vendor selection, scoring, monitoring, and access control procedures and processes.  This review will be performed in conjunction with the LIPA Legal, Procurement and ERM teams.

		2		PSEG Long Island 		Metric Response Standardization 		Assist LIPA Strategy Management with the development of formalized standards for the PSEG Long Island Metric Response process, ensuring metrics are completed timely, accurately (data integrity validation) and adequately to ensure consistency and adherence with LIPA management expectations.

		3		PSEG Long Island 		Deferred Payment Agreements 		Evaluate the adequacy and effectiveness of the deferred payment program in compliance with the Home Energy Fair Practices Act (HEFPA) and Metric CS-23.   

		4		PSEG Long Island 		Storm Invoice Analysis		Assist LIPA Management with the development of key indicator reports for the PSEG Long Island storm invoice process, enabling analysis of storm invoices for timeness of submissions and accuracy (data integrity validation) to ensure consistency and adherence with LIPA management expectations.





Sheet1

		Rolling 12 Month Internal Audit Plan and Activities (2023)



																												500				1,200,000.00

																												7				7

		Entity 		Audit / Review Name		2023																						3500				171,428.57

		2022 Internal Audit Plan (Carried into 2023)				Q1		Q2		Q3		Q4																				500

		PSEG Long Island 		Third Party Risk Management																												342.86

		PSEG Long Island 		Vendor Contracts Review

		PSEG Long Island 		Nine Mile Point 2 Monthly Invoicing Oversight

		PSEG Long Island 		SAP Invoice Payments Cost Element Tagging

		PSEG Long Island 		Vegetation Management 

		PSEG Long Island 		IT Vendor Selection and Management 

		Proposed 2023 Audit Plan

		PSEG Long Island 		Locate and Mark

		PSEG Long Island 		Marketing and Advertising 

		LIPA and UDSA		Select Internal Control review 

		PSEG Long Island 		Time Sheet Reporting 

		PSEG Long Island 		Fixed Asset Inventory and Goods Received

		PSEG Long Island 		Non-Product Billing

		PSEG Long Island 		Customer Service Call Center Review												Completion Status

		Proposed 2023 Audit Assist Projects														Complete		Reporting		In Process		Planning		Not Started		Delayed

		PSEG Long Island 		Vendor Management Process

		PSEG Long Island 		Standardization of Metric Responses

		PSEG Long Island 		Deferred Payment Agreements 

		PSEG Long Island 		Storm Invoice Analysis





		Rolling 12 Month Internal Audit Plan and Activities (2023)



		Entity 		Audit / Review Name		2023								Reporting Rating

		2022 Internal Audit Plan (Audits carried into 2023)				Q1		Q2		Q3		Q4

		PSEG Long Island 		Third Party Risk Management		*

		PSEG Long Island 		Vendor Contracts Review		*								Some Improvement Needed

		PSEG Long Island 		Nine Mile Point 2 Monthly Invoicing Oversight

		PSEG Long Island 		SAP Invoice Payments Cost Element Tagging		*

		PSEG Long Island 		Vegetation Management 		*

		PSEG Long Island 		IT Vendor Selection and Management 

		Proposed 2023 Audit Plan

		PSEG Long Island 		Locate and Mark

		PSEG Long Island 		Marketing and Advertising 

		LIPA and UDSA		Select Internal Control review 

		PSEG Long Island 		Time Sheet Reporting 

		PSEG Long Island 		Fixed Asset Inventory and Goods Received

		PSEG Long Island 		Non-Product Billing

		PSEG Long Island 		Customer Service Call Center Review

		Proposed 2023 Audit Assist Projects

		PSEG Long Island 		Vendor Management Process

		PSEG Long Island 		Standardization of Metric Responses

		PSEG Long Island 		Deferred Payment Agreements 

		PSEG Long Island 		Storm Invoice Analysis



		Entity 		Audit / Review Name		2023								Reporting Rating

		2022 Internal Audit Plan (Audits carried into 2023)				Q1		Q2		Q3		Q4

		PSEG Long Island 		Third Party Risk Management		*

		PSEG Long Island 		Vendor Contracts Review		*								Some Improvement Needed

		PSEG Long Island 		Nine Mile Point 2 Monthly Invoicing Oversight

		PSEG Long Island 		SAP Invoice Payments Cost Element Tagging		*

		PSEG Long Island 		Vegetation Management 		*

		PSEG Long Island 		IT Vendor Selection and Management 

		Proposed 2023 Audit Plan

		PSEG Long Island 		Locate and Mark

		PSEG Long Island 		Marketing and Advertising 

		LIPA and UDSA		Select Internal Control review 

		PSEG Long Island 		Time Sheet Reporting 

		PSEG Long Island 		Fixed Asset Inventory and Goods Received

		PSEG Long Island 		Non-Product Billing

		PSEG Long Island 		Customer Service Call Center Review

		Proposed 2023 Audit Assist Projects



		PSEG Long Island 		Deferred Payment Agreements 

		PSEG Long Island 		Vendor Management Process

		PSEG Long Island 		Standardization of Metric Responses

		PSEG Long Island 		Storm Compliance / Invoice Analysis





Risk Interviews

		#		Title		Name		Must Include

		1		Chief Executive Officer		Tom Falcone		X		N

		2		Chief Information Officer & Senior VP of Customer Experience		Mujib Lodhi		X		B

		3		Director of Budget		Gerard Ring		X		A

		4		Director of Communications		Jen Hayen				C

		5		Director of Customer Experience		Carolyn Mackool		X		D

		6		Director of Distribution Operations		James Palmer				E

		7		Director of External Affairs		Tom Locascio		X		C

		8		Director of Finance and Treasury		Vinay Dayal		X		A

		9		Director of Human Resources/Administration		Barbara Ann Dillon / Danay		X		F

		10		Director of Information Security 		Moin Shaikh		X		B

		11		Director of IT		Tom Luppino		X		B

		12		Director of Power Supply Planning		Tom Simpson				G

		13		Director of Procurement		Maria Gomes		X		H

		14		Director Wholesale Market Policy		David Clarke				G

		15		Enterprise Risk Management Advisor		Rich Muzikar		X		L

		16		General Counsel & Board Secretary		Bobbi O-Connor		X		K

		17		Senior Advisor For Oversight		Ken Kane		X		I

		18		Senior Vice President of Power Supply and Wholesale Markets		Rick Shansky		X		G

		19		Senior Vice President of Transmission and Distribution		Billy Raley		X		E / M

		20		Vice President of Public Policy & Regulatory Affairs		Justin Bell		X		J

		21		Vice President of Strategy and Performance Management		Ricky DeAragon		X		B

		22		Vice President-Controller		Donna Mongiardo		X		A

		A		Accounting/Finance

		B		IT

		C		Communications / External Affairs

		D		Customer Service

		E		T&D

		G		Power Supply / Wholesale Markets

		H		Procurement

		I		Oversight

		J		Regulatory Affairs

		K		Legal

		L		ERM

		M		Billy alone

		N		Tom Falcone Alone





2023 Budget Hours

		2023 Audit Plan - IA Personnel Hours Available 																												Days						Holidays

						Jan 		Feb		March 		April		May		June		July 		August 		September		October		November		December		Total						2-Jan		New Years Day

		Work Days in Month 				22.00		20.00		23.00		20.00		23.00		22.00		21.00		23.00		21.00		22.00		22.00		21.00		260.00						January		MLK

		Holidays 				2.00		1.00		0.00		0.00		1.00		1.00		1.00		0.00		1.00		1.00		3.00		1.00		12.00						Feb		President's Day

		Work Days Available  				20.00		19.00		23.00		20.00		22.00		21.00		20.00		23.00		20.00		21.00		19.00		20.00		248.00						May		Memorial Day

		Days Available - All Staff				80.00		76.00		92.00		80.00		88.00		84.00		80.00		92.00		80.00		84.00		76.00		80.00		992.00						June		Juneteenth

		Vacation & Personal Leave - 15 Days per employee (60 days/12)

Kathleen Mitterway: Three Weeks per Employee 
				5.00		5.00		5.00		5.00		5.00		5.00		5.00		5.00		5.00		5.00		5.00		5.00		60.00						July		Independence Day

		Sick Time - 5 Days per employee

Kathleen Mitterway: 5 Days Per Employee
				1.67		1.25		1.25		1.25		1.25		1.25		1.25		1.25		1.25		1.25		1.25		1.25		15.42						September		Labor Day

		Training -8 Days per employee

Kathleen Mitterway: 60 Hours/8
days Per Employee
				2.67		2.67		2.67		2.67		2.67		2.67		2.67		2.67		2.67		2.67		2.67		2.67		32.00						October		Columbus Day

		Cathy, Katelyn, Eric, Kristen		Days 		70.67		67.08		83.08		71.08		79.08		75.08		71.08		83.08		71.08		75.08		67.08		71.08		884.58						November		Veterans Day

		Days Per Person 		Days 		17.67		16.77		20.77		17.77		19.77		18.77		17.77		20.77		17.77		18.77		16.77		17.77		221.15						November		Thanksgiving

		Hours Per Person		Hours		132.50		125.78		155.78		133.28		148.28		140.78		133.28		155.78		133.28		140.78		125.78		133.28		1658.59						November		Day after Thanksgiving

																																				December		Christmas Day

		Audit Report and Workpaper Reviews - 15 Audits 				1.25		1.25		1.25		1.25		1.25		1.25		1.25		1.25		1.25		1.25		1.25		1.25

		LIPA Audit Follow-Up Tracking & Testing Review				0.50		0.50		0.50		0.50		0.50		0.50		0.50		0.50		0.50		0.50		0.50		0.50

		Annual Risk Assessment & Audit Plan				0.00		0.00		0.00		0.00		0.00		0.00		0.00		2.00		2.00		2.00		2.00		2.00

		Audit Committee and Management Meetings 				2.78		2.78		2.78		2.78		2.78		2.78		2.78		2.78		2.78		2.78		2.78		2.78

		Quality Assurance Periodic Review				0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		2.00		2.00		2.00

		Total Cathy 		Days 		13.14		12.24		16.24		13.24		15.24		14.24		13.24		14.24		11.24		10.24		8.24		9.24		150.79

				Hours		98.53		91.81		121.81		99.31		114.31		106.81		99.31		106.81		84.31		76.81		61.81		69.31		1130.89

				Difference		33.98		33.98		33.98		33.98		33.98		33.98		33.98		48.98		48.98		63.98		63.98		63.98		527.70



		Audit Report and Workpaper Reviews - 5 Audits 				0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33

		LIPA Audit Follow-Up Tracking & Testing 				0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25

		Annual Risk Assessment & Audit Plan				0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.50		0.50		0.50		0.50

		Audit Committee and Management Meetings 				1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11

		Total Katelyn		Days 		15.97		15.08		19.08		16.08		18.08		17.08		16.08		19.08		15.58		16.58		14.58		15.58		198.83

				Hours		119.80		113.08		143.08		120.58		135.58		128.08		120.58		143.08		116.83		124.33		109.33		116.83		1491.19

						12.70		12.70		12.70		12.70		12.70		12.70		12.70		12.70		16.45		16.45		16.45		16.45		167.40



		Audit Report and Workpaper Reviews - 5 Audits 				0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33

		LIPA Audit Follow-Up Tracking & Testing 				0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25

		Annual Risk Assessment & Audit Plan				0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.50		0.50		0.50		0.50

		Audit Committee and Management Meetings 				1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11

		Total Eric		Days 		15.97		15.08		19.08		16.08		18.08		17.08		16.08		19.08		15.58		16.58		14.58		15.58		198.83

				Hours		119.80		113.08		143.08		120.58		135.58		128.08		120.58		143.08		116.83		124.33		109.33		116.83		1491.19

						12.70		12.70		12.70		12.70		12.70		12.70		12.70		12.70		16.45		16.45		16.45		16.45		167.40



		Audit Report and Workpaper Reviews - 5 Audits 				0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33

		LIPA Audit Follow-Up Tracking & Testing 				0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25

		Annual Risk Assessment & Audit Plan				0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.50		0.50		0.50		0.50

		Audit Committee and Management Meetings 				1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11

		Total Kristin  		Days 		15.97		15.08		19.08		16.08		18.08		17.08		16.08		19.08		15.58		16.58		14.58		15.58		198.83

				Hours		119.80		113.08		143.08		120.58		135.58		128.08		120.58		143.08		116.83		124.33		109.33		116.83		1491.19

						12.70		12.70		12.70		12.70		12.70		12.70		12.70		12.70		16.45		16.45		16.45		16.45		167.40

																																		 

		LIPA Internal Audit Staff Meetings & Other Misc.																												Hours

		Cathy (CAE)				98.53		91.81		121.81		99.31		114.31		106.81		99.31		106.81		84.31		76.81		61.81		69.31		1130.89

		Katelyn (Manager)				119.80		113.08		143.08		120.58		135.58		128.08		120.58		143.08		116.83		124.33		109.33		116.83		1491.19

		Eric (Manager)				119.80		113.08		143.08		120.58		135.58		128.08		120.58		143.08		116.83		124.33		109.33		116.83		1491.19

		Kristin (Staff Auditor) 				119.80		113.08		143.08		120.58		135.58		128.08		120.58		143.08		116.83		124.33		109.33		116.83		1491.19

				Hours 		457.93		431.05		551.05		461.05		521.05		491.05		461.05		536.05		434.80		449.80		389.80		419.80		5604.48

																																		Co-Source Large		325		9		2925

																										Without CAE				4,473.58				Co-Source Small		150		0		0

																														1,491.00

																														5,964.58

		Audit Committee and Management Meetings - Monthly		CW																								Hours/Qtr		1,118.40				In House		500		3		1500

		MRB -1 Hour		1																								Days		596.48										4425

		Scorecard -2 Hours 		2																								Day/Qtr		149.12

		PSEG IA -Rocky - 2 Hours		2

		Senior Staff -4 Hours		4

		Fianance & Audit Committee		0.33

		LIPA Internal Audit Staff Meetings 		4

		Other 		7.5

				20.83



		Days 		2.78





















		Audit Committee and Management Meetings - Monthly		JB

		Scorecard -2 Hours 		2

		Finance & Audit Committee		0.33

		LIPA Internal Audit Staff Meetings 		4

		Other 		2

				8.33



		Days 		1.11



		Audit Committee and Management Meetings - Monthly		KL

		Scorecard -2 Hours 		2

		Finance & Audit Committee		0.33

		LIPA Internal Audit Staff Meetings 		4

		Other 		2

				8.33



		Days 		1.11







PSEG LI Universe





PSEG LI 2023 Audit Plan

				Audit Unit		Preliminary Scope Information 		ERM Risk		Last Audit

				Meter Inventory Management		Determine whether an accurate physical inventory of meters is maintained, meter calibration tests are performed in accordance with regulatory requirements and new meter installation process includes collaboration with various areas of the business.		Reliability		2018

				Customer Data Protection		Evaluate the adequacy and effectiveness of practices for protecting customer Personal Identifiable Information (PII) and Protected Health Information (PHI) and that customer data is appropriately secured from fraudulent use.		Reputation		2019 (LIPA)

				Customer Protections Program		Evaluate the adequacy of the Critical Care Program (LSE), Medical Emergency process, and Elderly, Blind and Disabled program, and compliance with regulatory requirements.		Reputation		2020 (LIPA)

				Deferred Payment Agreement		Ascertain procedures are in place for deferred payment agreements, as well as applicable Deferred Payment Agreement (DPA) Reporting, determination of customer resources, and adherence with DPA agreement terms.		Reputation		2020 (LIPA)

				Project Planning and Management		Ascertain adherence with Playbook policies and procedures and capital Project Plan, including the technical aspects of P&C processes for planning to execute a capital project.		Reputation		2021

				Environmental Permitting		Review written process documentation for the different job types and associated notification requirements, as well as appropriateness of job releases to construction, and tracking of environmental permitting reviews. 		Compliance		2019

				Audit Unit		Preliminary Scope Information 		ERM Risk		Last Audit

				Electric System Operation Center (ESOC)*		Evaluate the adequacy and effectiveness of certain key processes and controls within the management and operations of PSEG LI's ESOC.		Primary Control Center in Need of Modernization		New 2014

				Vendor Contracts		Evaluate PSEGLI's contract management process to assure compliance with contract conditions.		Compliance		2020

				Health and Welfare Benefits Administration		Ensure the integrity of the PSEG LI benefits program and review member eligibility to ascertain there is oversight by HR of the various third party service provider contracts.		Regulatory		2019

				Operations Services Agreement (OSA) Metrics		Determine the accuracy and reliability of the business metric calculation and reporting, including review & approval of data submitted to LIPA, and adequacy of supporting documentation.		Reputation		2022

				Storm Compliance - Asset Tracking & Storm Drills		Determine whether assets are properly tracked during storm events and also the adequacy of storm drills.		Major Storm		2022

				Audit Unit		Preliminary Scope Information 		ERM Risk		Last Audit

				Social Media		Evaluate PSEG LI's social media governance, policies, procedures, monitoring, training and awareness functions and processes.		Reputation		2018

				Outreach  and Communications		Ensure capital project outreach efforts are cost-efficient and on target for achieving results; evaluate the use and effectiveness of communications with customers on scheduled tree trim routes; determine the effectiveness of outreach efforts for the energy efficiency and low-income program; determine whether the External Affairs Handbook is up-to-date; meetings with impacted officials are documented; and whether capital project-related outreach efforts provide specific details regarding the work performed.		Reputation		2019

				Physical Security		Evaluate the physical security measures in place to prevent, detect and address unauthorized access to PSEG LI facilities.		Physical Asset Protection		2018

				Review		Preliminary Scope Information		ERM Risk		Last Review

				Energy Efficiency Service Provider Contracts		Review Service Provider contract to ascertain process is setup properly to collect funds and track payments.		Customer Expectations		New 2023

				Property Records Training		Ascertain LMS training was completed by various PSEG LI individuals on retaining property records documentation, as required per LIPA’s Post Debt Issuance Compliance Record Retention Requirement.		Compliance		New 2023

				New Hire Onboarding		Review the process for providing new hires with their LAN ID, creation of email, and issuance of laptop timely so they can start working on Day 1 of employment.		Expectations		New 2023

				Purchase Cards and Storm Cards		Review Purchase and Storm card transactions and approval process to ascertain compliance with the Program.		Compliance		New 2023

				Power Supply Charge		Evaluate accuracy, completeness and validity of data provided in support of computing the power supply charge.		Customer Expectations		New 2023

				System Implementation - Catalyst		Review the PSEG LI system separation implementation process for Catalyst to ascertain proper steps were taken prior to go-live.		Implementation		New 2023

				System Implementation – PowerPlan		Review the PSEG LI system separation implementation process for PowerPlan to ascertain proper steps were taken prior to go-live.		Implementation		New 2023

				System Implementation – 		Review the PSEG LI system separation implementation process for SAP-ECC to ascertain proper steps were taken prior to go-live.		Implementation		New 2023

				SAP-ECC

				Continuous Auditing (CA)		Preliminary Scope Information		ERM Risk		Last CA

				Asset Inventory		Evaluate management's process for ensuring capital improvements made in 2022 are properly reflected in plant records, maps and asset maintenance databases.		Compliance		2022

				Advisory Assurance (AA)		Preliminary Scope Information		ERM Risk		Last AA

				Integrated Tools for Operations Application (ITOA) software implementation		Review the implementation process for the ITOA software, which will be used to consolidate current Access database needs, and advise the project team of any potential gaps. 		Implementation		New 2023

				Time of Day Implementation		Review the implementation process for TOD and advise the project team of any potential gaps. 		Implementation		New 2023

				Contact Center as a Service (CCaaS) Implementation		Review the implementation process for CCaaS and advise the project team of any potential gaps.		Implementation		New 2023
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LIPA Universe

		2022 LIPA Internal Audit Universe for 2023 Annual Audit Plan

		LIPA's Business Processes and Functions By Department

		LIPA 
Department Head 		2017		2018		2019		2020		2021		2022		LIPA Department		LIPA Business Process/Function 		Internal Control Environment (25%)



Low- 1
Moderate - 3
High - 5		Stability and Process Complexity (15%)



Low- 1
Moderate - 3
High - 5		Materiality (20%)




Low- 1
Moderate - 3
High - 5		Strategic Impact and Executive Management Concerns (25%)

Low- 1
Moderate - 3
High - 5		Legal, Regulatory and Public Sensitivity / Image (15%):


Low- 1
Moderate - 3
High - 5		2022
Total Score 		2021
Total Score 		2020
Total Score 		2019
Total Score 

		Tom Falcone / Donna Mongiardo		

IC		

IC		

IC		

IC		

IC		

IC		Finance 		LIPA Accounting & Financial Reporting 		2		4		5		3		5		4		4		4		4

		Tom Falcone / Donna Mongiardo		

IC		

IC		

IC		

IC		

IC		

IC		Finance 		LIPA Accounts Payable		3		3		3.5		3		3		3		3		3		3

		Tom Falcone / Donna Mongiardo		

IC		

IC		

IC		

IC		

IC		

IC		Finance 		LIPA Budgeting		3		4		3		5		4		4		4		4		4

		Tom Falcone / Donna Mongiardo		A		

IC		

IC		

IC		

IC		

IC		Finance 		LIPA Debt Management 		1		3.5		5		5		5		4		4		4		4

		Bobbi O'Connor		A		N/A		N/A		N/A		N/A		N/A		Policy Strategy & Administration		LIPA Enterprise Risk Management 		1		3		3		3		2		2		2		2		2

		Bobbi O'Connor		N/A		N/A		N/A		A		A		A		Legal 		LIPA Ethics and Compliance Programs		1		1		3		3		4		2		2		2		2

		Tom Falcone / Donna Mongiardo		

IC		

IC		

IC		

IC		

IC		

IC		Finance 		LIPA Grant Compliance		5		3		5		3		5		4		4		4		4

		Bobbi O'Connor		

IC		

IC		

IC		

IC		

IC		

IC		HR/Administration 		LIPA Human Resources		1		2.5		2		2		2.5		2		2		2		2

		Tom Falcone / Donna Mongiardo		

IC		

IC		

IC		

IC		

IC		

IC		Finance 		LIPA Payroll		3		1.5		2.5		1		4		2		2		2		2

		Bobbi O'Connor		

IC		

IC		

IC		

IC		

IC		

IC		Legal		LIPA Procurement /MWBE		3		3		3		3		4		3.2		3.2		3.2		3.2

		Mujib Lodhi		

IC		

IC		

IC		

IC		

IC		

IC		CIO		LIPA IT Administration		3		3		3.5		3		3.5		3.2		3		3		3

		Mujib Lodhi		A		A		A		A		A		A		CIO		LIPA IT Cybersecurity		5		3		5		3		4.5		4.1		4		4		4

		Tom Falcone / Donna Mongiardo		

IC		

IC		

IC		

IC		

IC		

IC		Finance 		LIPA Travel & Lodging Expense		3		1		1		1		3		1.8		2		2		2

		Tom Falcone / Donna Mongiardo		

IC		

IC		

IC		

IC		

IC		

IC		Finance 		LIPA Treasury		5		3		4.5		3		4		4.0		4		4		4

		Bobbi O'Connor		

IC		

IC		

IC		

IC		

IC		

IC		Policy Strategy & Administration		LIPA Derivatives		4		5		3		3		3		3.6		4		4		4

		Tom Falcone / Donna Mongiardo		

IC		

IC		

IC		

IC		

IC		

IC		Finance 		UDSA		4		5		4		4		5		4.3		4		4		4





		Legend 

		IC - Internal Control Testing

		A - Audit 

































Draft 2023 LIPA Plan +2024 idea

		#		Plan Year		Entity 		Audit / Review Name		Preliminary Audit Scope		Inclusion Reason		ERM Risk		Proposed Timing		Audit Source		Estimated Internal Budget Hours		Business Unit		Status
Completed, 
In Process,
Report Stage,
Deferred,
Cancelled		Auditor Assist		Comments		Audit Plan Year - Number

		2022 Internal Audit Plan Pending Report Issuance

		1		2022		PSEG Long Island 		PSEG Long Island Third Party Risk Management		Evaluate the adequacy and effectiveness of Third Party Risk Management of suppliers who have access to customer Personal Identifiable Information (PII).		Risk Area		Breach of PII Customer Data		Q1		EY		100		Business Services		Reporting Stage - Preliminary Discussion with PSEG held 11/28		Katelyn Savasta				22-01

		2		2022		PSEG Long Island 		Vendor Contracts Review		Evaluate the adequacy of the procurement and contract monitoring of Storm and Emergency Services vendor FEMA contracts to determine whether costs are fair and reasonable as compared to the same vendor's Non-FEMA contracts. 		Risk Area		Fraud Risk		Q1		EY		100		Business Services		Reporting Stage: Management Action Plans being returned to PSEG LI for additional responses on Observation 1 and 3.		Kristin Leung				22-04

		3		2022		PSEG Long Island 		Nine Mile Point 2 Monthly Invoicing Oversight		Evaluate the completeness and accuracy of monthly invoicing, including operations & maintenance, refuel outage costs and capital expenditures. 		Risk Area		Fraud Risk		Q1		In-House		200		Power Markets		In Progress		Eric Chan				22-05

		2022 / 2023 Internal Audit Plan 

		1		2022		PSEG Long Island 		SAP Invoice Payments Cost Element Tagging		Evaluate the accuracy of the tagging of SAP cost elements in capital project invoice payments, which are also utilized to drive allocations performed throughout the assessment cycle process in SAP. 		Risk Area		Material Financial Misstatement		Q1		EY		350		Business Services		Scheduled (EY)		Kristin Leung				22-03

		2		2022		PSEG Long Island 		Vegetation Management 		Evaluate the adequacy and effectiveness of PSEG Long Island’s Vegetation Management practices, including the oversight of the vegetation contractors who perform distribution and transmission circuit tree trimming.		Risk Area		Major Storm Response		Q1		EY		375		T&D 		Scheduled (EY)		Katelyn Savasta				22-06

		3		2023		PSEG Long Island 		Locate and Mark		Ensure the adequacy and effectiveness of locate and mark processes ensuring appropriate monitoring of activities, timeliness of responses, accuracy of markings and assignment of activities.		Management Request		Customer Service / Reputation		Q1		Co-Source		375		T&D				TBD				23-

		4		2022		PSEG Long Island 		Information Technology Procurement and Project Management Lifecycle		Evaluate the adequacy and effectiveness of Information Technology procurement, accounting and project management processes.		Risk Area		Fraud Risk		Q2		EY		375		
IT				Katelyn Savasta		want to look at procurement portion - 
Want them to do OMS with it
Conception to grave (how they decided they needed a project)		22-08

		11				PSEG Long Island 		Marketing and Advertising Spend		Evaluate the adequacy, effectiveness and accuracy of the Marketing and Advertising process including review of monitoring, approvals, accuracy of the budget to forecast process, disclosures and appropriateness of market segmentation.		Management Request		Customer Service / Reputation		Q2		In-House		500		Marketing				TBD		Not Done Before		23-

		5		2023		LIPA		Select Internal Control review (Debt Management and Procurement Processing) 		
Evaluate the adequacy and effectiveness of select key internal controls for LIPA and UDSA's Business Processes.  Scope for 2023 to include Debt Management and Procurement. Review of LIPA and UDSA Internal Control processes to be completed over 3 year planning cycle.		Management Request		Material Financial Misstatement		Q2/Q3		In-House		250		Finance and Procurement				TBD		Required for annual Internal Controls evaluation and UDSA reporting.		23-

		6		2023		PSEG Long Island 		Time Sheet Reporting 		Evaluate the adequacy, effectiveness and accuracy of the time sheet reporting process ensuring overtime hours are properly monitored, approved and appropriate.		Risk Area		Fraud Risk		Q3		Co-Source		375		Human Resources				TBD		Done for storms overtime audit - PIP in existence - used to do an annual storm invoice review - did reviews of outside contractors.  Need to do internal PSEG employees/management. (Referred to in the vendor contract audit)
Issued in Aug 2022 by PSEG Long Island  = consider moving to Q4		23-

		7		2023		PSEG Long Island 		Fixed Asset Inventory 		Evaluate management's process for ensuring fixed assets are properly received, additions and deletions are properly recorded, and accounting records and databases are complete and accurate.		Risk Area		Asset Management		Q3		In-House		500		Finance				TBD		Assset Inventory part of Continuous monitoring for PSEG Long Island		23-

		8				PSEG Long Island 		Non-Product Billing		Ensure the adequacy, effectiveness and accuracy of select non-product billing charges and receivables for categories such as interconnections, accomodations, and CIAC charges (i.e. relocation of facilities, etc.).						Q3		Co-Source		400		T&D				TBD				23-7

		9		2023		PSEG Long Island 		Customer Service Call Center 		Evaluate the adequacy, effectiveness and timeliness of the call center remediation efforts related to issues identified during the 2022 JD Powers survey results. 		Risk Area		Customer Service / Reputation		Q4		Co-Source		375		Customer Experience				TBD				23-

		10		2023		PSEG Long Island 		Deferred Payment Agreements 		Evaluate the adequacy and effectiveness of the deferred payment program in compliance with the Home Energy Fair Practices Act (HEFPA) and Metric CS-23.   		Risk Area		Customer Service / Reputation		Q4		Co-Source		375		Customer Experience				TBD		Done in 2018.  On PSEG Long Island 2023 Plan		23-

		2023 Audit Assist Projects

				2023		PSEG Long Island 		Vendor Management Project		Ensure the adequacy and effectiveness of the vendor selection, scoring, monitoring, and access control procedures and processes.  This review will be performed in conjunction with the LIPA Legal, Procurement and ERM teams.		Risk Area		Customer Service / Reputation / Fraud		Q2		In-House





		Potential 2023 or 2024 Internal Audit Plan pending completion of the above



		12				PSEG Long Island 		PSEG Long Island Physical Security		Evaluate the adequacy and effectiveness of physical security measures in place to prevent, detect and address unauthorized access to the PSEG Long Island facilities.						TBD		In-House		500		T&D						Part of SPEG Long Island's 2023 Audit Plan		23-

		13				PSEG Long Island 		Compatibility Unit Estimating (CUE) Process		Ensure the adequacy, effectiveness and accuracy of CUE library update and maintenance.						TBD		Co-Source		325		T&D								23-

		14				PSEG Long Island 		Capital Project Outreach to External Stakeholders		Evaluate the adequacy and effectiveness of project management processes used for Capital Projects ensuring appropriate initiation, planning, and execution of outreach to external stakeholders and performance of stated goals and objectives.						TBD		Co-Source		325		External Affairs						On PSEG Long Island's 2023 Plan		23-



		8		2023		PSEG Long Island 		Information Technology Procurement and Project Management Lifecycle		Evaluate the adequacy and effectiveness of Information Technology procurement, accounting and project oversight processes.		Risk Area		Fraud Risk		Q4		In-House		750		Procurement						Maybe combined with other Vendor Project reviews (put in audit numbers)

						PSEG 
Long Island		Storm Compliance - Outage Management System (OMS) Business Continuity (Manual Work Arounds) 		Evaluate the adequacy and effectiveness of the manual work around processes in the event of an OMS outage. 								Co-Source				T&D

Information Technology 		Deferred				Potentially being covered by T&D/IT.  Follow-up with Billy on any need for IA assist.		21-04		Mujib - when is the implementation date for OMS

								National Grid																Deferred				Deferred pending review/investigation by National Grid external auditors and identification of remediation efforts.

		1				PSEG Long Island 		PSEG Long Island Minority and Women's Business Enterprise Reporting 		Evaluate the adequacy and effectiveness of the MWBE reporting and utilization process to ensure conformity to the NYS Article 15-A compliance requirements.								In-House				Procurement		Done as part of Internal Controls - high level only LIPA side only

		2				PSEG Long Island 		Small Generator Contracts		Evaluate the adequacy, effectiveness and accuracy of Small Generator contracts issued by PSEG Long Island.  Evaluate processes followed are in compliance with contract requirements, contracts administration is appropriate and processes for interconnections is adequate and effective.												Power Markets

		3				PSEG Long Island 		PSEG Long Island Data Integrity 		Evaluate the adequacy, effectiveness and accuracy of select key data and reports provided by PSEG Long Island used by LIPA management in their decision making processes.  						Q4		Co-Source				DO-IT		Too Broad - maybe cover accuracy of data within each audit??

		4				PSEG Long Island 		Third Party System Access		Ensure the adequacy and effectiveness of practices used to control and monitor 3rd Party Vendors in the protection of customer Personal Identifiable Information (PII) and Protected Health Information (PHI) ensuring that customer data is appropriately secured from fraudulent use.

		5				PSEG Long Island 		Y49 Long Island Sound to Westchester Cable 		Ensure the accuracy of costs and expenses (by category) related to the upgrade of the Y49 Long Island Sound cable that transports power from Westchester to Long Island.						Q4

		6				PSEG Long Island 		Select Metric Validation Review		Determine the accuracy and reliability of select business metric calculations and reporting, including review & approval of data obtained from PSEG Long Island, and adequacy of supporting documentation.

		7				PSEG Long Island 		Hyperion for Planning and Budgeting -  System Implementation Review		Review the implementation process for the Planning and Budget System (Hyperion) and advise the project team of any potential gaps. 						Q2

		8				PSEG Long Island 		Mystic Operations Fees		FOLLOW-UP with Rick S

		9				PSEG Long Island 		Succession Planning		SPEAK WITH BARBARA ANN

		10				PSEG Long Island 		Transmission Congestion Contract Revenues		Ensure the adequacy, effectiveness and accuracy of the TCC revenues and processes, including the accuracy of shortfall allocations.						Q3		Co-Source		325		Power Markets				TBD		TCCs enable energy buyers and sellers to hedge transmission price fluctuations. A TCC holder has the right to collect or the obligation to pay congestion rents ...		23-6

								Record Retention (Came up in management audit request)

								Policies (review and select critical policies to review)

								Customer Billing





2023 LIPA Audit Plan

		#		Plan Year		Entity 		Audit / Review Name		Preliminary Audit Scope		Proposed Timing		Inclusion Reason		ERM Risk

		2022 Internal Audit Plan Pending Report Issuance

		1		2022		PSEG Long Island 		PSEG Long Island Third Party Risk Management		Evaluate the adequacy and effectiveness of Third Party Risk Management of suppliers who have access to customer Personal Identifiable Information (PII).		Q1		Risk Area		Breach of PII Customer Data

		2		2022		PSEG Long Island 		Vendor Contracts Review		Evaluate the adequacy of the procurement and contract monitoring of Storm and Emergency Services vendor FEMA contracts to determine whether costs are fair and reasonable as compared to the same vendor's Non-FEMA contracts. 		Q1		Risk Area		Fraud Risk

		3		2022		PSEG Long Island 		Nine Mile Point 2 Monthly Invoicing Oversight		Evaluate the completeness and accuracy of monthly invoicing, including operations & maintenance, refuel outage costs and capital expenditures. 		Q1		Risk Area		Fraud Risk

		2022 / 2023 Internal Audit Plan 

		1		2022		PSEG Long Island 		SAP Invoice Payments Cost Element Tagging		Evaluate the accuracy of the tagging of SAP cost elements in capital project invoice payments, which are also utilized to drive allocations performed throughout the assessment cycle process in SAP. 		Q1		Risk Area		Material Financial Misstatement

		2		2022		PSEG Long Island 		Vegetation Management 		Evaluate the adequacy and effectiveness of PSEG Long Island’s Vegetation Management practices, including the oversight of the vegetation contractors who perform distribution and transmission circuit tree trimming.		Q1		Risk Area		Major Storm Response

		3		2023		PSEG Long Island 		Locate and Mark		Ensure the adequacy and effectiveness of locate and mark processes ensuring appropriate monitoring of activities, timeliness of responses, accuracy of markings and assignment of activities.		Q1		Management Request		Customer Service / Reputation

		4		2022		PSEG Long Island 		Information Technology Vendor Selection and Management 		Evaluate the adequacy and effectiveness of Information Technology procurement, accounting and project oversight processes.		Q2		Risk Area		Fraud Risk

		5		2023		LIPA		Select Internal Control review (Debt Management and Procurement Processing) 		
Evaluate the adequacy and effectiveness of select key internal controls for LIPA and UDSA's Business Processes.  Scope for 2023 to include Debt Management and Procurement. Review of LIPA and UDSA Internal Control processes to be completed over 3 year planning cycle.		Q2/Q3		Management Request		Material Financial Misstatement

		6		2023		PSEG Long Island 		Time Sheet Reporting 		Evaluate the adequacy, effectiveness and accuracy of the time sheet reporting process ensuring overtime hours are properly monitored, approved and appropriate.		Q3		Risk Area		Fraud Risk

		7		2023		PSEG Long Island 		Fixed Asset Inventory 		Evaluate management's process for ensuring fixed assets are properly received, additions and deletions are properly recorded, and accounting records and databases are complete and accurate.		Q3		Risk Area		Asset Management

		8				PSEG Long Island 		Non-Product Billing		Ensure the adequacy, effectiveness and accuracy of select non-product billing charges and receivables for categories such as interconnections, accomodations, and CIAC charges (i.e. relocation of facilities, etc.).		Q3

		9		2023		PSEG Long Island 		Customer Service Call Center 		Evaluate the adequacy, effectiveness and timeliness of the call center remediation efforts related to issues identified during the 2022 JD Powers survey results. 		Q4		Risk Area		Customer Service / Reputation

		10		2023		PSEG Long Island 		Deferred Payment Agreements 		Evaluate the adequacy and effectiveness of the deferred payment program in compliance with the Home Energy Fair Practices Act (HEFPA) and Metric CS-23.   		Q4		Risk Area		Customer Service / Reputation

		2023 Audit Assist Projects

				2023		PSEG Long Island 		Vendor Management Project		Ensure the adequacy and effectiveness of the vendor selection, scoring, monitoring, and access control procedures and processes.  This review will be performed in conjunction with the LIPA Legal, Procurement and ERM teams.		Q2		Risk Area		Customer Service / Reputation / Fraud





2023 Chart

				Rolling 12 Month Internal Audit Plan and Activities (2023)														Completion Status

																		Complete		Reporting		In Process		Delayed		Not Started



				Entity 		Audit / Review Name		Preliminary Scope / Objectives		2023

				2022 Internal Audit Plan (Carried into 2023)						Q1		Q2		Q3		Q4

				PSEG Long Island 		Third Party Risk Management		Evaluate the adequacy and effectiveness of Third Party Risk Management of suppliers who have access to customer Personal Identifiable Information (PII).

				PSEG Long Island 		Vendor Contracts Review		Evaluate the adequacy of the procurement and contract monitoring of Storm and Emergency Services vendor FEMA contracts to determine whether costs are fair and reasonable as compared to the same vendor's Non-FEMA contracts. 

				PSEG Long Island 		Nine Mile Point 2 Monthly Invoicing Oversight		Evaluate the completeness and accuracy of monthly invoicing, including operations & maintenance, refuel outage costs and capital expenditures. 

				PSEG Long Island 		SAP Invoice Payments Cost Element Tagging		Evaluate the accuracy of the tagging of SAP cost elements in capital project invoice payments, which are also utilized to drive allocations performed throughout the assessment cycle process in SAP. 

				PSEG Long Island 		Vegetation Management 		Evaluate the adequacy and effectiveness of PSEG Long Island’s Vegetation Management practices, including the oversight of the vegetation contractors who perform distribution and transmission circuit tree trimming.

				PSEG Long Island 		IT Vendor Selection and Management 		Evaluate the adequacy and effectiveness of Information Technology procurement, accounting and project oversight processes.

		Item #		Proposed 2023 Audit Plan

		1		PSEG Long Island 		Locate and Mark		Ensure the adequacy and effectiveness of locate and mark processes ensuring appropriate monitoring of activities, timeliness of responses, accuracy of markings and assignment of activities.

		2		PSEG Long Island 		Marketing and Advertising 		Evaluate the adequacy, effectiveness and accuracy of the Marketing and Advertising process including review of monitoring, approvals, accuracy of the budget to forecast process, disclosures and appropriateness of market segmentation.

		3		LIPA and UDSA		Select Internal Control review 		Evaluate the adequacy and effectiveness of select key internal controls for LIPA and UDSA's Business Processes.  Scope for 2023 to include Debt Management and Procurement. Review of LIPA and UDSA Internal Control processes to be completed over 3 year planning cycle.

		4		PSEG Long Island 		Time Sheet Reporting 		Evaluate the adequacy, effectiveness and accuracy of the time sheet reporting process ensuring overtime hours are properly monitored, approved and appropriate.

		5		PSEG Long Island 		Fixed Asset Inventory and Goods Received		Evaluate management's process for ensuring fixed assets are properly received, additions and deletions are properly recorded, and accounting records and databases are complete and accurate.

		6		PSEG Long Island 		Non-Product Billing		Ensure the adequacy, effectiveness and accuracy of select non-product billing charges and receivables for categories such as interconnections, accomodations, and CIAC charges (i.e. relocation of facilities, etc.).

		7		PSEG Long Island 		Customer Service Call Center Review		Evaluate the adequacy, effectiveness and timeliness of the call center remediation efforts related to issues identified during the 2022 JD Power survey results. 

		Item #		Proposed 2023 Audit Assist Projects

		1		PSEG Long Island 		Vendor Management Process		Ensure the adequacy and effectiveness of the vendor selection, scoring, monitoring, and access control procedures and processes.  This review will be performed in conjunction with the LIPA Legal, Procurement and ERM teams.

		2		PSEG Long Island 		Metric Response Standardization 		Assist LIPA Strategy Management with the development of formalized standards for the PSEG Long Island Metric Response process, ensuring metrics are completed timely, accurately (data integrity validation) and adequately to ensure consistency and adherence with LIPA management expectations.

		3		PSEG Long Island 		Deferred Payment Agreements 		Evaluate the adequacy and effectiveness of the deferred payment program in compliance with the Home Energy Fair Practices Act (HEFPA) and Metric CS-23.   

		4		PSEG Long Island 		Storm Invoice Analysis		Assist LIPA Management with the development of key indicator reports for the PSEG Long Island storm invoice process, enabling analysis of storm invoices for timeness of submissions and accuracy (data integrity validation) to ensure consistency and adherence with LIPA management expectations.





F&A Act slide





																Completion Status

																Complete		Reporting		In Process		Planning		Not Started		Delayed

		Entity 		Audit / Review Name		2023								Comments

		2022 Internal Audit Plan (Audits carried into 2023)				Q1		Q2		Q3		Q4

		PSEG Long Island 		Storm Compliance / OMS		**								Deferred to 2024

		PSEG Long Island 		Arrears Management Program (Audit Assist)										Newly Added since 2/15/23

		PSEG Long Island 		Third Party Risk Management		*

		PSEG Long Island 		Vendor Contracts Review

		PSEG Long Island 		Nine Mile Point 2 Monthly Invoicing Oversight

		PSEG Long Island 		SAP Invoice Payments Cost Element Tagging		*

		PSEG Long Island 		Vegetation Management 		*

		PSEG Long Island 		IT Vendor Selection and Management 		*

		Proposed 2023 Audit Plan

		LIPA and UDSA		Select Internal Control review 		*

		PSEG Long Island 		Marketing and Advertising 

		PSEG Long Island 		Locate and Mark

		PSEG Long Island 		Time Sheet Reporting 

		PSEG Long Island 		Fixed Asset Inventory and Goods Received

		PSEG Long Island 		Non-Product Billing

		PSEG Long Island 		Customer Service Call Center Review

		Proposed 2023 Audit Assist Projects

		PSEG Long Island 		Rate Change and Implementation Process Review		*

		PSEG Long Island 		Vendor Management Process

		PSEG Long Island 		Standardization of Metric Responses

		PSEG Long Island 		Deferred Payment Agreements 

		PSEG Long Island 		Storm Invoice Analysis





Risk Interviews

		#		Title		Name		Must Include

		1		Chief Executive Officer		Tom Falcone		X		N

		2		Chief Information Officer & Senior VP of Customer Experience		Mujib Lodhi		X		B

		3		Director of Budget		Gerard Ring		X		A

		4		Director of Communications		Jen Hayen				C

		5		Director of Customer Experience		Carolyn Mackool		X		D

		6		Director of Distribution Operations		James Palmer				E

		7		Director of External Affairs		Tom Locascio		X		C

		8		Director of Finance and Treasury		Vinay Dayal		X		A

		9		Director of Human Resources/Administration		Barbara Ann Dillon / Danay		X		F

		10		Director of Information Security 		Moin Shaikh		X		B

		11		Director of IT		Tom Luppino		X		B

		12		Director of Power Supply Planning		Tom Simpson				G

		13		Director of Procurement		Maria Gomes		X		H

		14		Director Wholesale Market Policy		David Clarke				G

		15		Enterprise Risk Management Advisor		Rich Muzikar		X		L

		16		General Counsel & Board Secretary		Bobbi O-Connor		X		K

		17		Senior Advisor For Oversight		Ken Kane		X		I

		18		Senior Vice President of Power Supply and Wholesale Markets		Rick Shansky		X		G

		19		Senior Vice President of Transmission and Distribution		Billy Raley		X		E / M

		20		Vice President of Public Policy & Regulatory Affairs		Justin Bell		X		J

		21		Vice President of Strategy and Performance Management		Ricky DeAragon		X		B

		22		Vice President-Controller		Donna Mongiardo		X		A

		A		Accounting/Finance

		B		IT

		C		Communications / External Affairs

		D		Customer Service

		E		T&D

		G		Power Supply / Wholesale Markets

		H		Procurement

		I		Oversight

		J		Regulatory Affairs

		K		Legal

		L		ERM

		M		Billy alone

		N		Tom Falcone Alone





2023 Budget Hours

		2023 Audit Plan - IA Personnel Hours Available 																												Days						Holidays

						Jan 		Feb		March 		April		May		June		July 		August 		September		October		November		December		Total						2-Jan		New Years Day

		Work Days in Month 				22.00		20.00		23.00		20.00		23.00		22.00		21.00		23.00		21.00		22.00		22.00		21.00		260.00						January		MLK

		Holidays 				2.00		1.00		0.00		0.00		1.00		1.00		1.00		0.00		1.00		1.00		3.00		1.00		12.00						Feb		President's Day

		Work Days Available  				20.00		19.00		23.00		20.00		22.00		21.00		20.00		23.00		20.00		21.00		19.00		20.00		248.00						May		Memorial Day

		Days Available - All Staff				80.00		76.00		92.00		80.00		88.00		84.00		80.00		92.00		80.00		84.00		76.00		80.00		992.00						June		Juneteenth

		Vacation & Personal Leave - 15 Days per employee (60 days/12)

Kathleen Mitterway: Three Weeks per Employee 
				5.00		5.00		5.00		5.00		5.00		5.00		5.00		5.00		5.00		5.00		5.00		5.00		60.00						July		Independence Day

		Sick Time - 5 Days per employee

Kathleen Mitterway: 5 Days Per Employee
				1.67		1.25		1.25		1.25		1.25		1.25		1.25		1.25		1.25		1.25		1.25		1.25		15.42						September		Labor Day

		Training -8 Days per employee

Kathleen Mitterway: 60 Hours/8
days Per Employee
				2.67		2.67		2.67		2.67		2.67		2.67		2.67		2.67		2.67		2.67		2.67		2.67		32.00						October		Columbus Day

		Cathy, Katelyn, Eric, Kristen		Days 		70.67		67.08		83.08		71.08		79.08		75.08		71.08		83.08		71.08		75.08		67.08		71.08		884.58						November		Veterans Day

		Days Per Person 		Days 		17.67		16.77		20.77		17.77		19.77		18.77		17.77		20.77		17.77		18.77		16.77		17.77		221.15						November		Thanksgiving

		Hours Per Person		Hours		132.50		125.78		155.78		133.28		148.28		140.78		133.28		155.78		133.28		140.78		125.78		133.28		1658.59						November		Day after Thanksgiving

																																				December		Christmas Day

		Audit Report and Workpaper Reviews - 15 Audits 				1.25		1.25		1.25		1.25		1.25		1.25		1.25		1.25		1.25		1.25		1.25		1.25

		LIPA Audit Follow-Up Tracking & Testing Review				0.50		0.50		0.50		0.50		0.50		0.50		0.50		0.50		0.50		0.50		0.50		0.50

		Annual Risk Assessment & Audit Plan				0.00		0.00		0.00		0.00		0.00		0.00		0.00		2.00		2.00		2.00		2.00		2.00

		Audit Committee and Management Meetings 				2.78		2.78		2.78		2.78		2.78		2.78		2.78		2.78		2.78		2.78		2.78		2.78

		Quality Assurance Periodic Review				0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		2.00		2.00		2.00

		Total Cathy 		Days 		13.14		12.24		16.24		13.24		15.24		14.24		13.24		14.24		11.24		10.24		8.24		9.24		150.79

				Hours		98.53		91.81		121.81		99.31		114.31		106.81		99.31		106.81		84.31		76.81		61.81		69.31		1130.89

				Difference		33.98		33.98		33.98		33.98		33.98		33.98		33.98		48.98		48.98		63.98		63.98		63.98		527.70



		Audit Report and Workpaper Reviews - 5 Audits 				0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33

		LIPA Audit Follow-Up Tracking & Testing 				0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25

		Annual Risk Assessment & Audit Plan				0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.50		0.50		0.50		0.50

		Audit Committee and Management Meetings 				1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11

		Total Katelyn		Days 		15.97		15.08		19.08		16.08		18.08		17.08		16.08		19.08		15.58		16.58		14.58		15.58		198.83

				Hours		119.80		113.08		143.08		120.58		135.58		128.08		120.58		143.08		116.83		124.33		109.33		116.83		1491.19

						12.70		12.70		12.70		12.70		12.70		12.70		12.70		12.70		16.45		16.45		16.45		16.45		167.40



		Audit Report and Workpaper Reviews - 5 Audits 				0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33

		LIPA Audit Follow-Up Tracking & Testing 				0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25

		Annual Risk Assessment & Audit Plan				0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.50		0.50		0.50		0.50

		Audit Committee and Management Meetings 				1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11

		Total Eric		Days 		15.97		15.08		19.08		16.08		18.08		17.08		16.08		19.08		15.58		16.58		14.58		15.58		198.83

				Hours		119.80		113.08		143.08		120.58		135.58		128.08		120.58		143.08		116.83		124.33		109.33		116.83		1491.19

						12.70		12.70		12.70		12.70		12.70		12.70		12.70		12.70		16.45		16.45		16.45		16.45		167.40



		Audit Report and Workpaper Reviews - 5 Audits 				0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33		0.33

		LIPA Audit Follow-Up Tracking & Testing 				0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25		0.25

		Annual Risk Assessment & Audit Plan				0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.50		0.50		0.50		0.50

		Audit Committee and Management Meetings 				1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11		1.11

		Total Kristin  		Days 		15.97		15.08		19.08		16.08		18.08		17.08		16.08		19.08		15.58		16.58		14.58		15.58		198.83

				Hours		119.80		113.08		143.08		120.58		135.58		128.08		120.58		143.08		116.83		124.33		109.33		116.83		1491.19

						12.70		12.70		12.70		12.70		12.70		12.70		12.70		12.70		16.45		16.45		16.45		16.45		167.40

																																		 

		LIPA Internal Audit Staff Meetings & Other Misc.																												Hours

		Cathy (CAE)				98.53		91.81		121.81		99.31		114.31		106.81		99.31		106.81		84.31		76.81		61.81		69.31		1130.89

		Katelyn (Manager)				119.80		113.08		143.08		120.58		135.58		128.08		120.58		143.08		116.83		124.33		109.33		116.83		1491.19

		Eric (Manager)				119.80		113.08		143.08		120.58		135.58		128.08		120.58		143.08		116.83		124.33		109.33		116.83		1491.19

		Kristin (Staff Auditor) 				119.80		113.08		143.08		120.58		135.58		128.08		120.58		143.08		116.83		124.33		109.33		116.83		1491.19

				Hours 		457.93		431.05		551.05		461.05		521.05		491.05		461.05		536.05		434.80		449.80		389.80		419.80		5604.48

																																		Co-Source Large		325		9		2925

																										Without CAE				4,473.58				Co-Source Small		150		0		0

																														1,491.00

																														5,964.58

		Audit Committee and Management Meetings - Monthly		CW																								Hours/Qtr		1,118.40				In House		500		3		1500

		MRB -1 Hour		1																								Days		596.48										4425

		Scorecard -2 Hours 		2																								Day/Qtr		149.12

		PSEG IA -Rocky - 2 Hours		2

		Senior Staff -4 Hours		4

		Fianance & Audit Committee		0.33

		LIPA Internal Audit Staff Meetings 		4

		Other 		7.5

				20.83



		Days 		2.78





















		Audit Committee and Management Meetings - Monthly		JB

		Scorecard -2 Hours 		2

		Finance & Audit Committee		0.33

		LIPA Internal Audit Staff Meetings 		4

		Other 		2

				8.33



		Days 		1.11



		Audit Committee and Management Meetings - Monthly		KL

		Scorecard -2 Hours 		2

		Finance & Audit Committee		0.33

		LIPA Internal Audit Staff Meetings 		4

		Other 		2

				8.33



		Days 		1.11







PSEG LI Universe





PSEG LI 2023 Audit Plan

				Audit Unit		Preliminary Scope Information 		ERM Risk		Last Audit

				Meter Inventory Management		Determine whether an accurate physical inventory of meters is maintained, meter calibration tests are performed in accordance with regulatory requirements and new meter installation process includes collaboration with various areas of the business.		Reliability		2018

				Customer Data Protection		Evaluate the adequacy and effectiveness of practices for protecting customer Personal Identifiable Information (PII) and Protected Health Information (PHI) and that customer data is appropriately secured from fraudulent use.		Reputation		2019 (LIPA)

				Customer Protections Program		Evaluate the adequacy of the Critical Care Program (LSE), Medical Emergency process, and Elderly, Blind and Disabled program, and compliance with regulatory requirements.		Reputation		2020 (LIPA)

				Deferred Payment Agreement		Ascertain procedures are in place for deferred payment agreements, as well as applicable Deferred Payment Agreement (DPA) Reporting, determination of customer resources, and adherence with DPA agreement terms.		Reputation		2020 (LIPA)

				Project Planning and Management		Ascertain adherence with Playbook policies and procedures and capital Project Plan, including the technical aspects of P&C processes for planning to execute a capital project.		Reputation		2021

				Environmental Permitting		Review written process documentation for the different job types and associated notification requirements, as well as appropriateness of job releases to construction, and tracking of environmental permitting reviews. 		Compliance		2019

				Audit Unit		Preliminary Scope Information 		ERM Risk		Last Audit

				Electric System Operation Center (ESOC)*		Evaluate the adequacy and effectiveness of certain key processes and controls within the management and operations of PSEG LI's ESOC.		Primary Control Center in Need of Modernization		New 2014

				Vendor Contracts		Evaluate PSEGLI's contract management process to assure compliance with contract conditions.		Compliance		2020

				Health and Welfare Benefits Administration		Ensure the integrity of the PSEG LI benefits program and review member eligibility to ascertain there is oversight by HR of the various third party service provider contracts.		Regulatory		2019

				Operations Services Agreement (OSA) Metrics		Determine the accuracy and reliability of the business metric calculation and reporting, including review & approval of data submitted to LIPA, and adequacy of supporting documentation.		Reputation		2022

				Storm Compliance - Asset Tracking & Storm Drills		Determine whether assets are properly tracked during storm events and also the adequacy of storm drills.		Major Storm		2022

				Audit Unit		Preliminary Scope Information 		ERM Risk		Last Audit

				Social Media		Evaluate PSEG LI's social media governance, policies, procedures, monitoring, training and awareness functions and processes.		Reputation		2018

				Outreach  and Communications		Ensure capital project outreach efforts are cost-efficient and on target for achieving results; evaluate the use and effectiveness of communications with customers on scheduled tree trim routes; determine the effectiveness of outreach efforts for the energy efficiency and low-income program; determine whether the External Affairs Handbook is up-to-date; meetings with impacted officials are documented; and whether capital project-related outreach efforts provide specific details regarding the work performed.		Reputation		2019

				Physical Security		Evaluate the physical security measures in place to prevent, detect and address unauthorized access to PSEG LI facilities.		Physical Asset Protection		2018

				Review		Preliminary Scope Information		ERM Risk		Last Review

				Energy Efficiency Service Provider Contracts		Review Service Provider contract to ascertain process is setup properly to collect funds and track payments.		Customer Expectations		New 2023

				Property Records Training		Ascertain LMS training was completed by various PSEG LI individuals on retaining property records documentation, as required per LIPA’s Post Debt Issuance Compliance Record Retention Requirement.		Compliance		New 2023

				New Hire Onboarding		Review the process for providing new hires with their LAN ID, creation of email, and issuance of laptop timely so they can start working on Day 1 of employment.		Expectations		New 2023

				Purchase Cards and Storm Cards		Review Purchase and Storm card transactions and approval process to ascertain compliance with the Program.		Compliance		New 2023

				Power Supply Charge		Evaluate accuracy, completeness and validity of data provided in support of computing the power supply charge.		Customer Expectations		New 2023

				System Implementation - Catalyst		Review the PSEG LI system separation implementation process for Catalyst to ascertain proper steps were taken prior to go-live.		Implementation		New 2023

				System Implementation – PowerPlan		Review the PSEG LI system separation implementation process for PowerPlan to ascertain proper steps were taken prior to go-live.		Implementation		New 2023

				System Implementation – 		Review the PSEG LI system separation implementation process for SAP-ECC to ascertain proper steps were taken prior to go-live.		Implementation		New 2023

				SAP-ECC

				Continuous Auditing (CA)		Preliminary Scope Information		ERM Risk		Last CA

				Asset Inventory		Evaluate management's process for ensuring capital improvements made in 2022 are properly reflected in plant records, maps and asset maintenance databases.		Compliance		2022

				Advisory Assurance (AA)		Preliminary Scope Information		ERM Risk		Last AA

				Integrated Tools for Operations Application (ITOA) software implementation		Review the implementation process for the ITOA software, which will be used to consolidate current Access database needs, and advise the project team of any potential gaps. 		Implementation		New 2023

				Time of Day Implementation		Review the implementation process for TOD and advise the project team of any potential gaps. 		Implementation		New 2023

				Contact Center as a Service (CCaaS) Implementation		Review the implementation process for CCaaS and advise the project team of any potential gaps.		Implementation		New 2023





image1.emf

CompleteReportingIn ProcessDelayedNot Started


Completion Status




image2.emf

CompleteReportingIn ProcessDelayedNot Started


Completion Status




image3.emf

(Prior audit 2021)(Prior audit 2018)(Prior audit 2021)(Prior audit 2022)


(Prior audit 2019 LIPA)(Prior audit 2022)(Prior audit 2022)(Prior audit 2020)


(Prior Audit 2021)(Prior audit 2019)(Prior audit 2022 LIPA)(Prior audit 2022)


(Prior audit 2022)(Prior audit 2020 LIPA)(Prior audit 2020 LIPA)(Prior audit 2021)


(Prior audit 2020)(Prior audit 2020)


Customer Contact


Meter Inventory 


Management


Advanced Meter 


Infrastructure 


(AMI)


Customer Rate 


Assignment & 


Migration


Field


Collections


Customer 


Protections 


Program


Deferred Payment 


Agreement


Customer 


Operations


EH&S


Customer Operations


PSEG Long Island








Energy Efficiency 


Service Provider 


Contract


Customer 


Operations - 


Complaints


Energy Efficiency 


Programs


Customer Payment 


Processing


Revenue IntegrityCustomer Refunds


Credit & 


Collections


Customer Data 


Protection


Customer


Billing


Non-Product Billing


Customer Service 


Centers




image4.emf

(Prior audit 2022)(Prior audit 2022)(Prior audit 2021)(Prior audit 2019)


(Prior audit 2019)(Prior audit 2022)(Prior audit 2022 LIPA)(Prior audit 2022)


(Prior Audit 2021)(Prior audit 2019)(Prior audit 2019 LIPA)(New 2014)


(Prior audit 2019)(New 2019)


(Prior audit 2021)(Prior audit 2021)(Prior audit 2022)(Prior audit 2019)


Environmental 


Permitting


Work Management


Storm Hardening 


(FEMA 


Compliance)


Vegetation 


Management


Inventory 


Movement


PSEG Long Island


Electric Operations


Spend 


Optimization Suite 


(SOS)


Electric Expansion 


Projects


Project Planning & 


Management


Asset Management


Fixed Asset 


Reporting


Electric 


Infrastructure 


Maintenance


Electric System 


Operation Center 


(ESOC) *


DPS Management 


Audit


Eastern Suffolk 


Division


EH&S


Property Records 


Training


Queens Nassau 


Division


EH&S


Western Suffolk 


Division


EH&S


Central Nassau 


Division


EH&S


Projects & 


Construction


EH&S




image5.emf

(Prior audit 2020)(Prior audit 2020)(Prior audit 2020)(Prior audit 2022)(Prior audit 2019)(Prior audit 2019)


(Prior audit 2019)(Prior audit 2022)(Prior audit 2020)(Prior audit 2022 LIPA)(Prior audit 2017)(Prior audit 2022)


(Prior audit 2020)(Prior audit 2022)(Prior audit 2022)(Prior audit 2022 LIPA)(Prior audit 2022)(Prior audit 2022)


(Prior audit 2022)(Prior audit 2021)(Prior audit 2020)(Prior audit 2022)(Prior audit 2018)(New 2021)


(Prior audit 2018)(Prior audit 2021)


Storm Compliance


Travel and Business 


Expense 


Reimbursements


NERC Compliance





PSEG Long Island


Procurement


Vendor


Contracts


Contractor 


Oversight


Time Sheet 


Management


Accounting Close


Utility Review 


Board (URB)


Operations Services 


Agreement (OSA) 


Metrics


Business Services


Affiliate 


Transactions


System 


Separation 


Implementation - 


Power Plan


Lease


Accounting


Outsourced Data 


Centers


Mainframe 


Operating System 


Security


Physical Security


Records Retention 


Management


System 


Separation 


Implementation - 


SAP-ECC


Talent


Lifecycle


Materials 


Management





Outreach and 


Communications


FERC


Accounting and 


Reporting





New Hire 


Onboarding


Purchase Cards 


and Storm Cards


Power Supply 


Charge


System 


Separation 


Implementation - 


Catalyst


Health and 


Welfare Benefits 


Administration


Deferred 


Accounting


Insurance and 


Claims


Facilities 


Management


Social Media





Fleet Asset 


Management






4

O P E N  M A N A G E M E N T  A C T I O N  P L A N S

Audit Name Report 
Rating

Total # of 
Open 

Observations

# of Open 
High-Risk 

Observations*

Business 
Unit

Action Plan 
Status 

(High-Risk 
Observations)

PSEG Long Island Storm Compliance –
Crew Guides Audit (Audit Issued 2021)

Some 
Improvement 

Needed
1 0

PSEG Long 
Island

PSEG Long Island Vendor Contracts 
Review Audit (Audit Issued 2023)

Some 
Improvement 

Needed
2 0

PSEG Long 
Island

Internal Audit Update – March 2023

*Note – High-Risk observations require immediate Management attention.

A total of 9 Audit Observations were closed since the February 15, 2023, F&A Committee 
meeting.  All Management Action plan items are independently verified and validated 

by Internal Audit prior to closure.
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A P P E N D I X  A :
A U D I T  &  A C T I O N  P L A N  S T AT U S  D E S C R I P T I O N S
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A P P E N D I X  A :
A U D I T  &  A C T I O N  P L A N  S TAT U S  D E S C R I P T I O N S

Internal Audit Update – March 2023

Note:  Previous Audit Report Opinions have been Eliminated starting January 1, 2023
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